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hxxps[:]//carousell-hk[.]Juzssafe[.]shop/login/185NC517JC604E6026488
hxxps[:]//carousell-hk[.]Juzssafe[.]shop/login/130TT817TB604T6061481
hxxps[:]//carousell-hk[.]safeu[.]shop/login/162LQ017SY602E8669635
hxxps[:]//carousell-hk[.]safeu[.]shop/login/242WN317HL602B8709065
hxxps[:]//carousell-hk[.]safeu[.]shop/login/291YK917XL602E8740237
hxxps[:]//carousell-hk[.]safeu[.]shop/login/318EF1170H602G8790090
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/248CS217FQ601Z22033336
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/378JNO17BL601U2075811
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/307MM617PE601S2115253
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/311HP217FH601V2174880
hxxps[:]//carousell-hk[.]safebumil[.]shop/login/164UY417FA600Q3113095
hxxps[:]//facebook-hk[.]bokart[.]shop/login/166BF717VX592K9135926
hxxps[:]//facebook-hk[.]bokart[.]shop/login/147NL717FM592E9276281
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October 16,2025

Statement on Fraudulent websites

Citibank would like to alert its customers and the general public of the following fraudulent

websites:

hxxps[:]//carousell-hk[.]Juzssafe[.]shop/login/185NC517JC604E6026488
hxxps[:]//carousell-hk[.]Juzssafe[.]shop/login/130TT817TB604T6061481
hxxps[:]//carousell-hk[.]safeu[.]shop/login/162LQ017SYE02E8669635
hxxps[:]//carousell-hk[.]safeu[.]shop/login/242WN317HL602B8709065
hxxps[:]//carousell-hk[.]safeu[.]shop/login/291YK917XL602E8740237
hxxps[:]//carousell-hk[.]safeu[.]shop/login/318EF1170H602G8790090
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/248CS217FQ60122033336
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/378JN017BL601U2075811
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/307MM617PE601S2115253
hxxps[:]//carousell-hk[.]safelattach[.]shop/login/311HP217FH601V2174880
hxxps[:]//carousell-hk[.]safebumil[.]shop/login/164UY417FA600Q3113095
hxxps[:]//facebook-hk[.]bokart[.]shop/login/166BF717VX592K9135926
hxxps[:]//facebook-hk[.]bokart[.]shop/login/147NL717FM592E9276281

Citibank is not in any way associated with the websites. We would like to remind the public to
be alert of any websites, emails or messages which contain an embedded hyperlink or arequest
to enter personal information. Customers should under no circumstances disclose their
personal data or bank account details to unsolicited senders or websites. If customers are
concerned that they may have disclosed their information to any of these fraudulent websites,
please contact CitiPhone Banking at (852) 2860 0333 and report the case to the Hong Kong
Police. For more information about email or information security, please visit Citibank

homepage at www _citibank.com.hk .



